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Introduction
 
Policies are of fundamental importance for every company, industry or firm that has set out goals, vision, and mission to accomplish. The management of an organization heavily relies on the company policy to deploy, promote, demote and suspend the staff. Hence, a company policy can be defined as the rules, guidelines; regulations and the set of principles that are drafted and adopted by an organization with the aim of aiding it to realize its set short term and long term goals more efficiently. In most cases, the company policy is contained in a booklet that is either in soft copy, hardcopy or both. However, the paper narrows down to the drafting of policies related to ICT Firm. In regards to the same, the policies drafted and discussed include Acceptance Use Policy for Information Technology, Bring Your Own Device Policy and Digital Media Sanitization, Reuse and Destruction Policy. Besides, an approval letter shall be drawn for each policy for the consideration by the IT Governance Board and the Company Attorney. 

Executive summary

With the increase in innovation technology, several companies have experienced a total growth in their output as well as the challenges of an equal share. Such problems related to Information Technology include cyber -threats, cyber -theft, systems attack and hacking from both within and without the organization, introduction of the virus in the computers, and smuggling of information. On the other hand, distorted privacy policies, and mismanagement of information have attracted legal suits that have cost several organizations their reputation, time wasted in the courts as well as the money used in paying legal experts defending the firm.  Hence, there is a need for constant review of the outlaid company policies by the legal teams and the IT departments to minimize such money wastages that deter the flat growth of the firm (Baptista and Oliveira, 2015).
Acceptance Use Policy for Information Technology deals with measures that are deployed by the organization to expound on the accepted code of conduct of the employees in the team’s IT department, their obligations, and duties in dealing monitoring and implementation of the said policies. On the other hand, Bring Your Own Device Policy deals with regulations on employees that may want to carry their Smartphone, Ipads, and laptops to the organization for either official or private use. Finally, the Digital Media Sanitization, Reuse, and Destruction Policy revolve around the applications, recycling and disposal of digital information in the company.

1. Acceptance Use Policy for Information Technology

Computer or network account and use

No member of the staffs allowed to use someone else’s user ID and credentials to access the IT resources of the company unless and only with written permission from the IT department or owner of such information. The persons that have the documents permitting the use of other staff’s user ID or credentials shall have their access limited to the reasons specified or intended use failure to which they are rendered to have violated the policy.  However, the company will take responsibility for both the individual and the persons that have used their User ID should anything go wrong (Baptista and Oliveira, 2015)
Usage of the Resources

The employees to respect the capacity of the IT resources;  so that there is equitable and transparency in use.  The organization has aright to limit such access should it deem fit. Inappropriate acts and activities such as the use of the obtained Company data to harass, violate other people’s privacy rights, carry out an illegal transaction or interfere with the security are not allowed. 

Unauthorized Access

Employees are allowed to access data that help in the discharge of their duties. Getting to other data that is not related to their domain may denature the integrity of data thereby attract fines. 

Copyrighted materials 

Photocopying, using without permission and distribution of information that has a copyright is illegal 

Privacy, security, disclosure and inspection

The firm permits users to have personal passwords and submit such to the IT department. Hacking is not allowed, and the information the employees obtain should not be shared in any way by unauthorized persons. Additionally, the company’s IT team has the right to inspect the usage of the firm's resources without prior notice of the workers.

 Obligation and Responsibilities of the employee

The entire staffs have the duty of protecting the company’s information from hackers, virus attacks, and vandalism. Hence, creating private passwords and security features is within the domain of every staff. On the other hand, the IT team has the duties of controlling, monitoring, evaluating and upgrading the software systems used. In case of intruders, they are obligated to deem the firm.

Penalties for violating the policy

The violators of the policy shall undergo discipline and may also be handed over to the federal government in cases where such violations too infringer under the rule of the land on IT. However, the company may temporarily block the user Id of the culprits, give them a total ban on the IT system or deduct their salaries, suspend or contaminate their contracts.

Approval Draft

To: Cooperate Governance Board

Re: REQUEST FOR APPROVAL OF ACCEPTANCE USE POLICY FOR INFORMATION TECHNOLOGY

 I wish to invite the board to approve the newly drafted policy named above. The document contains updated company issues that are recent and compliant to the federal laws. It is also important to note that when approved as it is, the policy will enable the firm to achieve its goals more efficiently and also help deal with privacy issues enshrined in the constitution. Additionally, the document does not violate the rights of both the employer and employees as in the law.

Thank you very much for due consideration, and I will be happy to get a favorable report from the board.

Yours Sincerely,

Chief of Staff

2. Bring Your Own Device Policy

Policy 

The Company allows the staff to carry their tablets, smartphones, and laptops to work at their convenience as long as it adheres to the outlined guidelines. The gadgets must protect and preserve the company’s information integrity and that of the infrastructure. However, the company only allows the use of such personal devices to be engaged in activities that support the goals and objectives of the firm directly or indirectly. Use of the allowed items is prohibitive during working hours except at the times of recreations, games or breaks. Besides, visiting of social websites, taking photos using the gadget camera, video taking is prohibited while on site, and such applications should be disabled. The devices are not to be used to harass other employees, send or store information belonging to a different firm, keeping and transmitting illicit materials like pornography and transacting outside business (Crossler et al., 2014). Additionally, 5 pillars of information and cyber security should be adhered to.
Obligation and Responsibilities of the employee

The employees have the responsibility of making themselves familiar with their devices. They need to upgrade the applications and maintain the integrity of the company data in such gadgets. Besides, the employees must possess strong passwords on their devices to prevent unauthorized use.

Reimbursement

The company will foot half the prices of the allowed devices only if they are used according to the set policy. The cost of the apps and data used in the line of duty will be taken care of by the firm. However, there is no reimbursement for charges incurred on roaming, personal plan coverage, and breakages that occurred due to visiting illegal sites.

Penalties for violating the policy

Any member or members of the staff found to have violated the policy shall face the board for disciplinary actions up to and not limited to salary deductions, suspensions, demotions or termination from employment without pay. 

Approval Draft

To: Cooperate Governance Board

Re: REQUEST FOR APPROVAL OF BRING YOUR OWN DEVICE POLICY

I hereby write requesting the board to kindly consider and approve the amended company policy named above. The document contains updated company issues that are recent and compliant with the federal laws. It is also important to note that when approved as it is, the policy will enable the firm to achieve its goals more efficiently and also help deal with privacy issues enshrined in the constitution. Additionally, the document does not violate the rights of both the employer and employees as in the law.
Thank you in advance for your generous reply. In case of any additional inquiries, feel free to contact me.

Yours Sincerely,

Chief of Staff

3. Digital Media Sanitization, Reuse and Destruction Policy

Policy and employee duties and obligations

While out of use for whatsoever reasons, diskettes, CDs, ribbons, tape cartridges, hard copies, and hard drives plus other materials used in the processing, storage, and transmissions of classified information shall be disposed of in a proper way that is in line with the firm’s policy.   Hence, physical media in printouts or otherwise shall be released through shredding by a certified firm, incineration using or witnessed by the authorized company and throw placing in a locked shredding bins of the allowed contractor.  Therefore, company contractors, permanent and temporary staff working in the IT departments that handle Criminal Justice Information, and highly classified pieces of data must adhere to the policy. They need to ensure the disposals of the gadgets and deletion of the information responsibly and properly (Kissel, 2014).
Methods of disposal

On the other hand, electronic media shall be disposed of by the authorized firm only through overwriting, degaussing, and destruction.  

It is worth noting that IT systems that have been used in producing, processing, and transmitting sensitive pieces of information shall remain with the authorized agency up to that time when the equipment is thoroughly sanitized and the stored data deleted through the three mentioned methods. 

Penalties for violating the policy

Any member or members of the staff found to have violated the policy shall face the board for disciplinary actions up to and not limited to salary deductions, suspensions, demotions or termination from employment without pay.  Other disciplinary actions for mild violations may include warnings followed by reduction of the employee incentives such as insurance cover, allowance and health benefits.

Approval Draft

To: Cooperate Governance Board

Re: REQUEST FOR APPROVAL OF DIGITAL MEDIA SANITIZATION, REUSE AND DESTRUCTION POLICY

I wish to invite the board to approve the newly drafted policy named above. The document contains updated company issues that are recent and compliant with the federal laws. It is also important to note that when approved as it is, the policy will enable the firm to achieve its goals more efficiently and also help deal with privacy issues enshrined in the constitution. Additionally, the document does not violate the rights of both the employer and employees as in the constitution.
Thank you very much for due consideration, and I will be happy to get a positive report from the board.

Yours Sincerely,

Chief of Staff
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